
1 | © Infoblox Inc. All rights reserved.  

Data Exfiltration (DEX) 
Demonstration and Instructions

September, 2018



2 | © Infoblox Inc. All rights reserved.  

DID YOU KNOW?

Infoblox has an amazing tool that 
demonstrates the dangers of 

unsecured DNS

YOU, our amazing partners, have 
FREE access to that tool

The tool is FREE for you to GIVE 
to your customers.



3 | © Infoblox Inc. All rights reserved.  

DNS Data Exfiltration Demo Check List
1. Review the instruction document which probably has more than you wanted to know and is included 

in the additional resource page

2. Brush-up on “How data exfiltration and DEX works” before your sales call on YouTube  

3. Talk to your Infoblox Channel Account Manager who will find a technical resource to assist you

4. Share the simulated demo above  (YouTube) OR
Ask your CAM to find an Infoblox SE for assistance OR
Run a live Demo yourself for a customer

5. To Run a Demo yourself:
a) Register for access to Data Exfiltration Tool – DEX  
b) Use End Customer Account Access as a Sales Tool to track use

https://www.youtube.com/watch?v=CV2oCdGMBN8
https://www.youtube.com/watch?v=CV2oCdGMBN8
https://dex.infoblox.com/
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• Infoblox Web Site – Datasheets, Deployments Guides, Solution Notes

• Infoblox Community Site – Reporting scripts, API scripts, Video’s, Q&A

• Infoblox Support Site – Code, Technical documents

• Infoblox Demo Site

• Infoblox DNS data exfiltration tool

• Infoblox Security Assessment tool (PCAP analysis)

• Technical Integration with Palo Alto Firewall

Additional Resources

** Click to access hyperlinks

DEX User Guide

https://www.infoblox.com/resources/?category=Datasheets
https://www.infoblox.com/resources/?category=Deployment+Guides
https://www.infoblox.com/resources/?category=Solution+Notes
https://community.infoblox.com/
https://docs.google.com/spreadsheets/d/1wWY3SDB92U9kmCs45XHzwGfE8pwXtB4GPdkkMQ5uFb4/edit
https://support.infoblox.com/app/utils/login_form/redirect/home
https://demos.infoblox.com/
https://dex.infoblox.com/
https://sa.infoblox.com/
https://community.infoblox.com/t5/API-Integration/Infoblox-Integration-with-Palo-Alto-Network-Firewall-Demo-Video/m-p/13463/highlight/true
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